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PC OS:Windows 7 x64
Node-Red:v9.0.0 x64
Arduino:1.6.11 x32
Sensor Board FW:1.1.4
Mosquitto:1.4.14 x32
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Femtek Gateway Setup

# Login : 192.168.88.1

192.168.88.17

gi-binluci/;stok=053a52405c0feb38498b28a87eba4906cO/admin/mmetwork/diagnostics

= Ea P~ OO0 ~ FYI B listbox or checkbox o wbsHITTemdS<S-E \3\ SecureCrtBlaE ( — WBScript Commnand: &£

Gateway IP

Authorization Required

Please enter your username and password.

Username admin

Password] ====*
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Femtek Gateway Setup

# Network Server :

Status

System N EtWO l'k Se rver

GloT The description fot the Network Server.

Lora\Wan
OTAA Hostname: 192.168.88.173
ABP

Username: test

Network Se
Password. fest

Network Publish topic: GIOT-GW/DL/
Subscribe topic: GIOT-GW/UL/
Logout Downlink ACK: GIOT-GW/DL-report/

Port: 1883
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n)squitto Setup

# Install Mosquitto :

€ Download pthreads-w32-2-9-1-
release.zip

bUllL-l.\uu \ AUV \NLUITTCUU YV Gk Ull

Download Win32 OpenSSL v1.0.2k Light
Insatll Win32 OpenSSL
Copy libeay32.dll & ssleay32.dll

An IoT Solution Company
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ftp://sourceware.org/pub/pthreads-win32
https://slproweb.com/products/Win32OpenSSL.html

K)squitto Setup

# Install Mosquitto :

¢ Download and Install :
mosquitto-1.4.11-install-win32.exe

€® Copy libeay32.dll & ssleay32.dll & pthreadVC2.dll
& pthreadVCE2.dll to c:\ mosquitto
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https://mosquitto.org/download/

K)squitto Setup

# Mosquitto .Conf Setup :
#

# Default listener
#

# IP address/hostname to bind the default listener to. If not
# given, the default listener will not be bound to a specific

# address and so will be accessible to all network mterfaces.
# bind_address 1p- address!host name

# Port to use for the default listener.
port 1883

S AcSIP Technology C-nrp.
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ﬂ)squitto Setup

# Start Mosquitto :

C:\mosquitto>mosquitto --help
mosquitto version 1.4.11 (build date 20/02/2017 23:24:29.40)

mosquitto is an MQTT v3.1.1/v3.1 broker.
Usage: mosquitto [-c config_file] [-d] [-h] [-p port]

-c : specify the broker config file.

-d : put the broker into the background after starting.

-h : display this help.

-p : start the broker listening on the specified port.
Not recommended in conjunction with the -c option.

-v : verbose mode - enable all logging types. This overrides
any logging options given in the config file.

See http://mosquitto.org/ for more information.

C:\mosquitto>mosquitto

N ACSIP Technology Corp.
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W)squitto Setup

# Data Workflow :

%

192.168.88.1

Gateway

mosquitto sub
PC
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K)squitto Subscriber

# Uplink (UL) Command :

mosquitto_sub -d -h|192.168.55.123}-t GIOT-GW/UL/1C497BB43C28

PC DHCP Address

/‘l S AcSIP Technology Corp.
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msquitto Subscriber

B 2TRAET - ul == ETermite 3.2 (by CompuPhase) =i X

i:ElH13? 115200 bps, 81, no handshaky | Settings | | Clear || About | | Close

3~ In1n abkn
mac join abp

LS
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K)squitto Publisher

# Downlink (DL) Command :

Femto-B43C28 UNSAVED CHANGES: 2
~ GloT Info
Provisioning Code  B200A156 (Provision)
Area Code B200A156
Gateway Type Femto
LoRa Module ON
v
Gateway ID | 1c497bca5042 IL Vv
7

mosquitto pub -d -h 192.168.55.123 -t GIOT-GW/DL/00001c497bca5943-u test -P test -m

"[{\"macAddr\":\"0000000001123123)\",\"data\":\"1234567890\",\"1d\":\"9988 7 7{fff0020\",\"ext
ra\":{\"port\":1, \"txpara\":\"6\"} }]" ‘

DevAddr

/‘l S AcSIP Technology Corp.
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ﬂ)squitto Publisher

# Downlink (DL) Done :

@ GSRAET *, Termite 3.2 (by CompuPhase) e

COM195 115200 bps, 8N, no handshik | Settings || Clear | | About || Close |

>» tx ok ’
mac tx ucnf 3 123456

C:\Users\Pihed\mos

C:\mosod |

T »> Ok
; |._.|T_|._] ) "
>y mac rx 1 1234567880
Gl 0s
Client mos
HE >» tx ok r
{ 1 }
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ﬁde-Red Setup

# NodeRed Setup : Install

Install node.js

We recommend the use of node.js LTS 6.x or 6.x . Node-RED no longer supports node.js 0.10.x or 0.12.x.

Note: Node.js 7.x is under active development and is not recommended for a stable base. Many
3rd party node packages may not yet fully support Node 7.x and later, especially if they contain a
binary component. Check with the author of the package if you are not sure.

You can get the latest Long Term Support (LTS) version of Node 6.x from:

e Max OS X Installer: Universal

» Windows Installer: 32-bit o

e Linux Binaries: 32-bit or 64-bit
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ﬁde-Red Setup

# NodeRed Setup : Run Node.js command prompt
npm install -g --unsafe-perm node-red

Microsoft Office

Microsoft Silverlight

@ Node.js command prompt

¢ Node,s documentation

¢ Node js website
) Node,js
15] Uninstall Node.js

Norton Internet Security

LY P

- _— = — .
B MNode.js command prompt = | B S
Py - . . S W e e

Your environment has been szet up for using Mode.js 6.18.8 (x64> and npm. *

C:sUsers Gino-E428npm install —g —unszafe-perm node-red
il¥next—clientll . 1M.3: you can use npm install il8next from

node—uuid@ .4.7: wse wuid module instead
C:SUzers\Gino-E428%ApplatasRoaming“npn~node—-red-pi —» G:sUsers“Gino—E428~AppData i
N“Roaning“npmnsnode_modules“node-red“hin“node-red-pi ‘I
C:“Uzers\Gino—-E428%ApplatasRoaming~npn*node—-red —-» C:slserssGino—E428“AppData“Ro
aming“npm*node_modules node—-redsred. j=
C: “zers“Gino—E420\Applata‘Roamings\npmn

+— mgttBE2.2.1

1
1
1
1
3

tserssGino-E428%
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ﬁde-Red Setup

# NodeRed Setup : Run Node.js command prompt
Execute dashboard Command

Microsoft Office

Microsoft Silverlight

Node.js
L? Node js command prompt C:\Uzers\PWinpm install node-red-das
¢ Node,)s documentation
€ Nodejs website > node-red-dashboard@?.4.3 postinstall C:\Users‘\PWynode module
i) Nodejs i

> node fixfa.js
15‘ Uninstall Node.js [ A. ]

Norton Internet Security

N ACSIP Technology Corp. - .
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ﬁde-Red Setup

# NodeRed Setup : run Node.js command prompt

Execute node-red -v
rﬂnode-red o & T _— lﬂl-’ﬁ_?—]ﬁ

an & S . -

C:slzsers~Gino—E428 node—red —v

Microsoft Office 17?7 Mar 14:56:44 — Lintol
Microsoft Silveright
Node.js
Node.js command prompt
¢ Node,s documentation 14:56:44 [infol Mode-RED version: vB.16.2
@ Nodejs website 14:56:44 [infol Mode.js wversion: v6.18.8
Node.is 14:56:44 [infol Windows _HNT 6.1.7681 x64 LE
“ﬁ , J . 14:56:45 [infol Loading palette nodes
§8) Uninstall Node js 14:56:47 [infol Dashhoard version 2.3.5% started at ui
Norton Internet Security 14:56:47 [warnl
e 14:56:47 [warn] [rpi—gpiol Info : Ignoring Raspberry Pi specific node

14:56:47 [warn] [taill Hot currently supported on Windows.
14:56:47 [warnl
14:56:47 [info]l Settings file slzers “Gino—E428%.node—red settings. js

14:56:47 [infol User directory “lzers Gino—E428%.node—red

14:56:47 [infol Flows file “Uzers“Gino—E4208%_.node—red™f lows_Leo—-E
428-THINK. json
17 MHar 14:56:47 [infol Server now running at http: 7127 _B0_0.1:1888~
|1? Mar 14:56:47 [infol “tarting f lows
17 Mar 14:56:47 [infol Started flouws
17 Mar 14:56:48 [infol [ttn app:33675834.18087a]1 Connected to TTH application 1
2314249

N ACSIP Technology Corp. - .
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Ede-Red Setup

# NodeRed Setup : Import Node-Red sample code

Clipboard

b
( msg,payload { Ly

Conﬁc;entia| An IoT Solution Company
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ﬁde-Red Setup

# NodeRed Setup : Import Node-Red sample code

Q Flow 1
v input
- = 1 Import nodes
‘ inject 8
" Paste Sample code Here N
| st o]
[ e ¢' N re","tab":"4c57e140.a6d73" "order":1,"disp" true,"width":"6"},
N p_ {"id":"bea9045e.d41338","type":"ui_group","z":"" "name""RSSI","ta j Temperature E
| staus 0 b":"4c57e140.a6¢73""order":3,"disp"{rue, "width"'6"}, . : f " '
_ . {"id""4c57e140.a6d73","type""ui_tab","z""","name":"ACSIP it O A Temperature_Text ‘
‘ g Sensor Dashboard","icon"."dashboard"}] . ; . -

-

| mt ot () Humidity |-
( Importto | currentflow | new flow L [ )
| o § g ;5 Humidity_Text

‘ websocket [i]

( Cancel ( \
‘ tcp [i] i M P— GX ;

/I S AcSIP Technology Corp.
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ﬁde-Red Setup

# NodeRed Setup : Import Node-Red sample code

% Node-ED X -
€ ([ L00Les

Q o ﬁ

v Inpu Run Deploy

/] N ACSIP Technology Corp.
CSIP presstmmHmaAs
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mde-Red Setup

# NodeRed Setup : Modify Node Properties

Flow 1 Edit mqtt in node
Delete Cancel
= ( MR ) | v PP oty to your DHCP Address

catch ' '
@ Server ‘ 192.168.88.13711883 -

status

Topic GIOT-GW/UL/1 C497B498C90

ink 0
" ® QoS 2 Mpodify to your Gateway MAC
m
q ol (See Gateway Label)
htip o W Name TEST

JsonData_get w
)]

/I N ACSIP Technology Corp.
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ﬁde-Red Setup

# Dashboard Demo : 127.0.0.1:1880/ui/#/0

»*=Z MNode-RED Dashboard =

< C | ® 127.0.0.1:1880/ui/#/0

ACSIP Sensor Dashboard

Temperature Humidity RSSI
30.5 80
RSSI
) 58
28.5
: L]
28.5 e
22.0
278 5
27.0 50
26.5
48
26.0
26.5 48
15:10:00 151200 15:14:00 15:10:00 15:12:00
30.23°C 46.47 %
G X-Axis G Y-Axis G Z-Axis
20| 20| 20|
10 0o | 10

ol - ol _
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W\artBlocks Introduction

# Hardware Combination : Board Stack

|
T4l LoRaBoard TR

Battery Board [y

/I N ACSIP Technology Corp.
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ﬁartBlocks Introduction

# Hardware Combination : Board Communication

Sensor Board
S76S Lora MCU:ATmega328p

SHT30 Humidity and Temperature 12C 0x45
Sensor
MC3060 3-Axis Accelerometer 12C 0x6C }

An IoT Solution Company
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W\artBlocks Introduction

# Hardware Combination : LoRa Board Pinout

NC
NC
NC
NC
NC
NC
NC
NC
PA10 _UASRT1 RX
PA9 USARTI TX

PB1 10 INT2
PBO_I0_INT1
PAS SPI1_SCK
PA4 SPI1_NSS
PC5

PC1

NC

PCO

FPAD

PAT SPI1_MOSI

VDD 3.3

FA2 TXD A

PA3 RXD A

PA6 SPI1_MISO

NEEST

PAR USARTI CK
PC9
NC
PC6
GND

. UART1 UART1
Vin GND SWCLK SWDIO RTS CTS BOOT 0

An IoT Solution Company

/I S AcSIP Technology Corp.
CSIP presstmmHmaAs



WartBlock Introduction

# Hardware Combination : Sensor Board Pinout

MC3630 Control Pin

IogIcHiDOUT_Ali GND | INTN \

SHT30 Control Pin

logic H ‘ADDH‘ GND ‘ALEFI_T

‘ SCL‘ SDA | 5V GND\ .
An IoT Solution Company
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W\artBlocks Introduction

# Hardware Combination : Power Board Pinout

reen LED
(Power-On)

An IoT Solution Company

(Changer)
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W\artBlocks Introduction

# Software Setup : Data Flow

:gna /bf

v

(i

mosauitto

2

® Node-RED
L 4

xzal

/I N ACSIP Technology Corp.
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'How Smart

HIE RE B 3% Y HRF ]
. Uxa e
Hes ZEF

W N
j?-\Ll‘l'ﬁl
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'LoRaWAN Architecture

# Ecosystem :

Concentrator Network Application
End Nodes /Gateway Server Server

Ethernet
Backhaul

S AcSIP Technology Corp.
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'LoRaWAN Architecture

# End-Device Activation :
» Over-The-Air Activation (OTAA)

» Activation By Personalization (ABP)

Refer the table below about relationship of key, ID, EUl and mode:
Mode ID/EUI Key

ABP  DevAddr “NwkSKey, AppSKey
OTAA  AppEUIl, DevEUl  AppKey

S AcCSIP Technology Corp.
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P)S76S Setup - Command Set

# Set CHO ~ CH15 Frequency
=> Must be the same as Gateway Freqguency Plan

™ Termite 3.2 (by CompuPhase) — | | X | MTerm|te3 2 (by CompuPhase) ==
DM188 115200 bps, 8N1, no handshal | Settings | [ clear | [ about |[ Close | bm188 115200 bps, 81, no handshal | Settings | [ Clear || About || Close |
A A S A A LoRaWAN v1.0.2 F = mac set ch freg 8 925125000 -
F TN T /S (Class B & C) ===
_ L >> Ok
=>»> 8765 — wl.4.2 — AS923 — hpr 19 2017 — 0%:4¢6: mac set ch freq 9 925375000
mac set ch freqg 0 922625000
- - >> 0k
== Ok mac set ch freg 10 925625000
mac set ch freg 1 922875000
>> Ck
>> 0k mac set ch freg 11 925875000
mac set ch freg 2 923125000
>> Ok

== 0Ok

mac set ch freg 12 %26125000
mac set ch freg 3 923375000 - =

>> 0k

>> Ok mac set ch freg 13 926375000

mac set ch freg 4 923625000

== Ok == 0k

mac set_;h_freq 5 923875000 mac set_;h_freq 14 926625000

>> 0k »>> Ok

mac set ch freg € 9224125000 mac set ch freg 15 926375000

== Ok =3 0Ok

mac set ch freg 7 224375000 I'maj: Ssave

> Ok - | [>> ox . -
< | m | 3 e I | I 3

S AcSIP Technol Cor = .
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JB76S Setup - Command Set

# Get Gateway Frequency Plan :

Status

GloT GloT Status
EN

Provision
Configuration GloT Info
Network Server Provisioning Code B200A156 (Provision)
Channel Scan
Area Code B200A156
Channel Setting
Gateway Type =
GP5 MAP Yy Typ
LoRa Module OMN
System
MNetwork Gateway 1D 1c497Vbcasals

OM 455.7TMHZ
Radio 0 Ch1: ON 455 9MHEZ

OM 486.1MHzZ
OM 486.3MHZ

Logout Channel List h

OM 486 5MHzZ
Radio 1 Chs. OMN 486 TMHZ
Che: ON 4586 9MHZ

Chy. OMN 457 . 1MHZ

S AcSIP Technol Cor = .
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P)S76S Setup - Command Set
# Set CH8 ~ CH15 DR Range

P Termite 3.2 (by CompuPhase) L= [ | S

| settings || <clear || About || cClose |

el

mac =set ch dr rangs 8 0O o

== Ok
mac set ch dr rangs 2 0 &

== Ok
mac set ch dr rangs 10 O &

=== Ok
mac set ch dr rangs 11 O

== Ok
mac set ch dr rangs 12 O &

= Ok
mac =set ch dr rangs 132 O &

== Ok
mac set ch dr rangs 14 O &

== Ok
mac set ch dr rangs 15 O 0

S AcSIP Technology Corp.
/cs

IP sranmpaHRAS Confidential An IoT Solution Company




P)S76S Setup - Command Set
# Set CH8 ~ CH15 Status ON

W Termite 3.2 (by CompuPhase) I_ = | | =< J
[Settln-gs][ Clear ][ About ][ Close ]

mac sSet ch status 8 on .

== Ol

mac sSet ch status 2 on

== (Ol

mac sSet Cch status 10 on

=== Ol

mac sSet ch status 11 on

== Ol

mac set ch status 12 on

== (Ol

mac =set ch status 1323 on

=== Ol

mac sSet ch status 14 on

== (Ol

mac—- st ch stcatus 15 on

e e (D e

|
N =Eavwe
== Ol |

e

/lcs
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P)S76S Setup - Command Set

# Check CHO ~ Ch15 Status Command :
mac get_ch_status X & mac get_ch_para X

P Termite 3.2 (by CompuPhase) e =
M188.115200.bps, SMl,no.handshal | Settings | [ Clear | [ About || Close |
L0 I.-“’ .-"“"x "x.-“’ 7 ;o G .-‘“'I‘e-:h cCo., LTD i
! ;’oS A 4 LoRaWAN w1.0.2 F
4 | ™ vy ;oSS (Class B & C)
>> S76S — wvl.4.2 — RAS923 — Apr 19 2017 — 09:46:

mac get ch status 11

> Oon
mac get ch status 132

> Oon
mac Jget ch para 10

>> 925e2Z25000 0O & 0 O
mac get ch para 14

>> 926625000 0 & 0O 0O EI

< | 1T >

/'l S AcSIP Technology Corp.
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P)S76S Setup - Command Set

# ABP Setup ( DevAddr ~ NwkSKey ~ AppSKey )
=> Must be the same as Gateway ABP Table

E Termite 3.2 (by CompuPhase) | = | =] | 28

L COM188 115200 bps, 8N1, no handshake | | Settings | | Clear || About || Close |

s

mac set_devaddr 12345815

>> 0k
mac set nwkskey Z2ccceffldbT73023fbed7acefc00f3fcad

>> 0k
mac set appskey 7ebfadz203715%2a001baz8zefsfddccel

W =

W Al
!

0

~ wn
Al
<
i

El

ol o e e s o - -

[

/‘l S AcSIP Technology Corp.
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P)S76S Setup - Command Set

# OTAA Setup (AppEUI ~ DevEUI ~ AppKey)
=> Must be the same as Gateway OTAA Table

E Termite 3.2 (by CompuPhase) (=
| COM190 115200 bps, 81, no handshake | | Settings | [ Clear || about || close |
S A !/ A (Class AR & C) -~

>»> 5765 - vl1.4.2 — AS5923 - Apr 1% 2017 - 09:4¢:52
mac set appeul T70B3D37EF0003385

=> 0Ok
mac set_deveui JO0OF1lelll10000001

>> 0Ok
mac set appkey ZBTE1S16Z8RAEDZAGABETISEB80SCEF4F2D [}

e QK
ac save 1-
s o | .

/‘l S AcSIP Technology Corp.
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' Sensor Board Firmware

Import library for fist time verify

Sourcesrduinoe | Aaduimoes 1.8

RS S SEE=

=
Sources LifEssnss i
#includs BE o aE =D S i 55

Fincloude

Crrl+ R
Cerl o+ 1

Crrl + S hitfe+ 11
Crrl+Aalt+ S

EE T EfEESEE s CErl + KD
Srz017F0Os1 BEE A ESCES L Pl
1 . Chan Hn A ESS=se BRI ES
Sr= . Fizx oW L1k B -
a0 A FaPE=l B
Fd=Ffin= WVERZSIOM 1.1_4
o == == == == == == == == = SArduino = ==
i Bridge
CM_, DL control EEPROPM
#Fd=Ffin= CWMD_MNOaORE O
H#define OMD_HIGH 1 Esplora
#define CMD_LOW = Ethernet
Fd=Fin=e ChWDO_TOGSELE = Firrmmata
HIC>»
wintE_ + data[E] . 1: eyl o ard
winmtsE_t LED_FIM = 1Z=; LA, CTheanze o LED dx g i ol
wintS_t =TT._ return_wal=0;
MO ZEE0 MOZEI0_acc = MOZISEIOC0 - Lol=i==
Robot Contral
wold =etoupd 2 [ Robot IR Remote
MO EZEZF0_aco _=taxtD I Rolbbot Phlotor
Wire _hez=indg 3 = >
SPI
AApinkodeg 10, OWTEILTT 3 : S rPE=
- S
pinkMod=Ca4  OTTPIOT 3 ; S APDA

SoftvwareSaerial
Spacebrewy un
Temboo

WSire

/lcs
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' Sensor Board Firmware

Arduino Firmware:Setup

wold =etup( ) |

MZZE30 acc_start( );
Wire _heginl d;

FfpinMode( 10, OUTPUT: f/PEZ
pinkodedd , OTTPIT i: FFPDA
pinkode(LED_PIM, OTPUT 3; { fPB5
dizgitalWrite(LED_PIM, HIGH?I;
FfdigitalWrited(d, HIGH):

Serial_bezin{ 1152007 ;
delaw 10007 ;

e -

*  Joining bw otaa (or abpld, wou =howld bhe get a accepted messages .

#*
Sevial _print{"mac join abp" J;
delaw(S000 70 ;

/lcsi
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' Sensor Board Firmware

Arduino Firmware:L.oop

wold loop()

ztatic bool pin_status = fal=ze;

mensorsHT 300 )

mensorMCI6300 0 ;

awltch{gll return wal)

{

caze CMD_HIGH:

pin_status=true;
digitalWreite(LED_PIM, HIGHY;

hrealk;

caze CMIO_LOW-

/I N ACSIP Technology Corp.
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' Sensor Board Firmware

Arduino Firmware:Send Tx Command

wold LoRaPackageTx( =
1

trinzg kewword, float datal

mtrinz =strl, s=tr2;

char te=t[Bd];

int 1:

=trl = kewvword+ data;

forfi=0; i1i=strl _lenzthi{ 3; 1++1

1
teszt[(i1==12] = =trl[1]==4;
test[(i1==13+1] = =trl[1]&80xF;
ifftest[{1==12]=0xaD test[(i1==132] = test[(i1==13] +0x30;
el=e test[{1==173] = test[{1==132] +0x57;
ifftest[{1==12+1]=0xa1 test[{i1==12+1] = test[{1==132+1] +0x20;
=l=e test[(1i==134+1] = test[{i1==13+1] +0x57;

h

test[(i1==13] = 0Ox00;

=tra = test;

=trl = "mac tx wonf 20V 4+ =trZ;

Serial _print{=trl J;

SAfdigitalWriteld,
SAfdigitalWritel 13,

return;

HIGH Y ;
HIGH Y ;

SHACHM . For Debog

/lcs
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Fnsor Board Firmware

# # Software Setup : Firmware Update

WorkFlow:

Setup ISP

Configuring as “Acsip UNO Board”

Configuring ISP with your Device(Sensor Board)
Programming

Verity your ino(Firmware)

A

AN RS
ASmartBlocks_DevKit_Package(S76S)_V1.1.4\SmartBlocks_DevKit_Package(S7
6S)_V1.1.4\Docs\SensorBoard\Arduino_ICSP _Update_ FW.pdf
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' Sensor Board Firmware

# Open UART console tool to Verify Sensor Board Update F/'W OK by ISP
# Check output log

PDO_UART_RX
PD1_UART TX
PD2_INTO
PD3_INTI

P4

| |
I - :
m I 18R R RN R &
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